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1. Letter from the Secretariat

Dear Esteemed Participants and Guests,

Dear Esteemed Participants and Guests, It is my distinct honor and privilege to welcome you
to YTUMUN’25. As Secretary-General, | am thrilled to invite you to what promises to be an
enriching experience of debate, diplomacy, and collaboration mixed with unforgettable
moments and memories.

Model United Nations is more than just a simulation of the UN; it is a platform where ideas
meet action, and where the leaders of tomorrow practice the art of negotiation today.
Whether this is your very first conference or one of many in your MUN journey, we are
committed to providing you with an environment that challenges you intellectually and
inspires you personally.

This year, our Secretariat has worked tirelessly to craft a conference where everyone feels
welcomed. We believe that the variety of our topics reflects the complexity of our world and
ensures that every delegate finds a space where their voice matters, and that every single

participant will leave with amazing moments carved in their memories.

On behalf of the entire Secretariat, | thank you for joining us. We look forward to witnessing
the passion, creativity, and leadership that you will bring to the conference. Together, let us
make YTUMUN’25 a memorable and transformative experience for all. Let us reach for the
stars!

Yours sincerely,
Bilel Elarem
Secretary-General of YTUMUN’25



2. Letter from the Committee Board

Esteemed Delegates,

It’s with great honour and utmost pride for us to be able to welcome all of you to the United
Nations Office on Drugs and Crime Committee in YTUMUN’25! We are Eyliil Su
Karaman, an Economics graduate from Istanbul Technical University, and Giilce Saritas, a
second-year Political Science and International Relations student in Marmara University.
We are delighted to have you join us for what promises to be a challenging, engaging, and

intellectually enriching committee experience.

UNODC stands at the forefront of the global fight against illicit activities that threaten
international peace, security, and human dignity. In this committee, delegates will be
addressing one of the most complex and rapidly evolving threats of our time: the rise of
transnational organized crime in the dark web era. As technological advancements continue to
reshape the way societies function, they have also transformed the methods and reach of
criminal networks, making international cooperation and innovative policymaking more

essential than ever.

We look forward to witnessing insightful debate, innovative solutions, and fruitful
collaboration throughout YTUMUN’25. To give you a head start, we have listed a few
informative videos for you to get a good grasp of the agenda item. Should you have any
questions or require further clarification, please do not hesitate to reach out to the committee

board by mailing us through saritasgulce@gmail.com or eyllullssu@gmail.com to ask about

the committee, the agenda item, or anything in particular.

Insider. (2025, November 13). How the dark web actually works | How Crime works | Insider
[Video]. YouTube. https://www.youtube.com/watch?v=5HfelAsQKCE

Moconomy. (2024, May 7). The Dark Web | Black Market Trade | Cyber Crime | Crime |
Alpha Bay [Video]. YouTube. https://www.youtube.com/watch?v=S0MZ6cXmYKo

TED. (2025, September 25). Inside a Dark Web Kill List | Carl Miller | TED [Video].
YouTube. https://www.youtube.com/watch?v=htNMTxj gES8



mailto:saritasgulce@gmail.com
mailto:eyllullssu@gmail.com
https://www.youtube.com/watch?v=5HfeIAsQKCE
https://www.youtube.com/watch?v=S0MZ6cXmYKo
https://www.youtube.com/watch?v=htNMTxj_qE8
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3. Introduction to the Committee: United Nations Office on Drugs

and Crime

The United Nations Office on Drugs and Crime is an inter-governmental organization
that runs within the United Nations, with the sole purpose of tackling global issues regarding
organized crime, trafficking, corruption, drug trafficking, and related threats. As the guardian
of the United Nations Convention against Transnational Organized Crime (UNTOC),
UNODC has a vital role to play in mainstreaming its criminal justice and security mandates
into the UN system at large, and in assisting States in translating their commitments into
actions. UNODC's comparative advantage is its expertise in the broad area of criminal justice
system reform in which it is able to contribute know- how in organized crime as well as other
areas such as corruption, research and terrorism prevention. By using an integrated approach
to crime and criminal justice issues, it seeks to support institutions to function effectively as
well as to equip criminal justice practitioners with the specialized skills in addressing

transnational organized crime and illicit trafficking.

4. Introduction to the Agenda Item: Countering Transnational

Organized Crime in the Dark Web Era

The rapid expansion of digital technologies has transformed the nature and reach of
transnational organized crime. Criminal networks increasingly exploit the dark web,
encrypted communication channels, and cryptocurrencies to conduct illicit activities across
national borders. These activities include the trafficking of drugs, arms, and human beings,
the sale of stolen or counterfeit goods, ransomware and cyber-extortion attacks, and other

cyber-enabled offenses.

The dark web facilitates anonymity, decentralization, and resilience for criminal
actors, allowing markets and networks to rapidly reemerge following law enforcement
interventions. The global nature of these operations presents significant challenges for
national authorities, including jurisdictional constraints, difficulties in tracing financial flows,

and limitations in technical and investigative capacity.

International responses have included conventions, such as the United Nations
Convention against Transnational Organized Crime, as well as operational coordination

through UNODC, INTERPOL, Europol, and regional partnerships. Despite these efforts, the
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evolving nature of cyber-enabled crime necessitates continued innovation in policy,

regulation, capacity-building, and international cooperation.

Addressing transnational organized crime in the digital era requires a comprehensive

approach encompassing technological tools, legal and regulatory frameworks, cross-border

collaboration, preventive strategies, and safeguards for human rights and the rule of law. The

agenda focuses on understanding these developments and identifying measures to enhance

global resilience against criminal activity facilitated by the dark web.

5. Key Terminology

1.

Transnational Organized Crime (TOC): Structured group of three or more persons,
existing for a period of time and acting in concert with the aim of committing one or
more serious crimes or offences in order to obtain, directly or indirectly, a financial or

other material benefit.

Dark Web: The part of the World Wide Web that is only accessible through specialized

software (like TOR) and allows users and website operators to remain anonymous.

United Nations Convention against Transnational Organized Crime (UNTOC): A
principal international legal instrument dedicated to coordinating Member States'

efforts against transnational organized crime.

Cryptocurrencies: Digital or virtual currencies that use cryptography for security,

commonly utilized on the dark web for anonymous or difficult-to-trace transactions.

Cyber-Enabled Olffenses:Traditional crimes (e.g., trafficking) where the organization,
communication, payment, or execution is significantly facilitated by the use of digital

technologies and the internet (including the dark web).

Ransomware: A type of malicious software designed to deny a user or organization

access to files or systems until a ransom is paid.

Anonymity: The state of remaining unknown or unidentified, a key enabler for

criminal actors operating on the dark web.

Jurisdictional Constraints: Difficulties in investigating and prosecuting crimes that
span multiple nations due to conflicting national laws and limited investigative

authority across borders.
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9. Encrypted Communication Channels: Methods of communication where the content is
scrambled to prevent unauthorized third parties from reading it, heavily relied upon by

criminal networks.
6. How Dark Web Crimes Work: The Main Actors of Dark Web

The dark web is an unusual setting where people with different skills and motivations
come together to do illegal things. To come up with good ways to fight back, you need to
know who these important people are. This part talks about the main types of people who

commit crimes on the dark web and how their roles fit together in the secret digital economy.
Important Things That Make Dark Web Crime Possible

There are four main technical pillars that dark web criminals use to make sure their

operations are safe and secure:
6.1. Using technologies that hide your identity
and encrypt your data

The Onion Router (TOR) is an example of a
technology that bounces internet traffic through a global

network of relays, hiding the user's IP address and

physical  location.  End-to-end  encryption  for

communications makes this even stronger, making sure
that actors can plan and work together without worrying about being caught or identified

online.
6.2. Ways to buy and sell illegal goods and services

Darknet markets work a lot like real e-commerce sites, giving sellers and buyers
advanced tools. The criminal community uses features like ratings, reviews, and escrow
services to build trust and lower the risk of fraud. This professionalisation makes it possible

for goods and data to be sent quickly and safely across borders.

6.3. Using cryptocurrencies and obfuscation services to hide money

transfers

Cryptocurrencies are important because they can be used all over the world and don't

require real names. Criminals use the following to actively hide transaction trails:



- Tumblers and mixers are services that combine and move money around to make it

harder to see the connection between the wallets that sent and received the money.

- Privacy Coins (like Monero) are cryptocurrencies that have built-in features that

make it almost impossible to track transaction details.
6.4. Ways to turn online purchases into deliveries in the real world

The most dangerous part is turning a digital transaction into a physical delivery.
Criminals use Stealth Shipping (fancy packaging to hide the contents) and Drop Points or

Dead Drops to lower the risk of direct contact between the buyer and seller.
The Main Players in the Dark Web Ecosystem

The dark web is not one big thing; it is made up of different groups that each have
their own jobs. The graphic below shows how these people are all connected, with Anonymity

& Encryption at the centre.
Important People:

THeDarkINEb Ecaystet: e Transnational Organised  Criminal

Actors & Interactions

Networks (TOCs): These very smart groups
mostly use the dark web to grow their usual
criminal businesses (like drug, arms, and human
trafficking) around the world. They use the
platform to buy things, talk to each other, and

process payments safely.

e Darknet Market Administrators and

Cybercriminal Developers:

W A
L = ..
A swoR: cearons s ogsTcs e Market Administrators: The people who

OBFUSCATION

build and run the platforms for the marketplace.
They keep the site running, settle arguments, handle escrow services, and make money

through commissions.

e (Cybercriminal Developers: People or groups who make and sell the tools that
cybercriminals need to do their jobs, like malware, ransomware kits, exploit kits, and

zero-day vulnerabilities.

e Hackers who work alone, ransomware operators, and cyber-extortion groups:



o Hackers and extortionists break into systems, sell access to them, and threaten

businesses with data leaks or DDoS attacks if they don't pay a ransom.

o Ransomware Operators: Experts who use a "Ransomware-as-a-Service
(RaaS)" model to spread ransomware and demand cryptocurrency payments to

unlock encrypted data.

7. Background and Historical Context: The Global Challenge of

Transnational Organized Crime

In terms of background, we should understand the current threat of cyber-enabled
transnational organised crime, and we need to look at how these networks have changed from

traditional physical operations to their current digital form.
7.1. Organized Crime in the 20th Century

7.1.1. Overview on Traditional Organized Crime Networks, Cash-Based Operations and

Physical Borders

The Mafia, Yakuza, and Triads were some of the most well-known organised crime
(OC) groups in the 20th century. These groups did business with cash and often used violence
and corruption to control illegal markets (like gambling, drugs, and prostitution) in certain
areas. Physical borders were the biggest problems for these networks, which made it very
hard for them to do business across countries quickly and on a large scale. Moving illegal
goods, money, and people across national borders was hard and required a lot of planning,
bribery, and breaking the law. Even though they worked across borders, the physical world

limited how well they worked.
7.1.2. Early International Police Cooperation

It quickly became clear that international coordination was
needed because threats like drug trafficking and counterfeiting cross
borders. The International Criminal Police Commission (ICPC)

was set up in 1923. It later became INTERPOL. This was the start

of organised police cooperation around the world. The main goal of
this early framework was to share information and keep track of criminals across different
physical jurisdictions. This set the stage for multilateral law enforcement efforts that would

later include UNODC, Europol, and others.
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7.2. Birth of the Dark Web

The late 20th and early 21st centuries saw the rise of technologies that would change

organised crime forever.

7.2.1. TOR Developed Originally for Privacy & Dissidents

LHEQRION ROUTER (TORREINORIC The Onion Router (TOR) is the most important technology that

Ao . makes the dark web work. The U.S. Naval Research

MULTIPLE RELAYS

Laboratory made it in the middle of the 1990s for secure,

= anonymous communication for U.S. intelligence. Later, it was

) &<

SR made public to help human rights activists and dissidents

working in repressive regimes by giving them a way to protect

ENTRY RELAY MIDDLE RELAY ~EXIT RELAY

their privacy and get around censorship (Cornell Law School,

3. ANONYMOUS CONNECTION

2017). This tool was made for real security, but it ended up
being the basis for the illegal darknet markets.

7.2.2. First Darknet Markets Begin Appearing

After TOR became more popular, its built-in anonymity quickly drew in criminals.
Early darknet platforms were often anonymous forums where people could talk about and
trade illegal things like drugs, stolen identities, and credit card information. These early
markets were very basic, but they showed that anonymous digital commerce for illegal goods

could work.
7.2.3. Anonymous Forums for Drugs & Stolen Data

At first, it was specialised anonymous discussion platforms that made the dark web a
place where criminals could buy and sell things. It wasn't until later that fully functional
e-commerce sites became popular. These early platforms, which ran on the TOR network,
were the first of their kind and set the stage for the darknet markets that would come after

them. They mainly had two important jobs:

Exchanging information and building trust: Cybercriminals could share technical
information about hacking, making malware, and operational security (OpSec) in forums.
Most importantly, they helped build trust by letting users give feedback and moderating

before real payment systems were put in place.

lllicit Trade at First: These forums quickly became places where people could buy

and sell high-demand illegal goods directly and in small amounts. The main goods that were

10



traded were credit card numbers, bank account numbers, and stolen identities (PII) are

examples of stolen data and credentials.

Drug Information and Sales: Talks and plans for selling different types of drugs,

which led to the professionalised drug markets like the Silk Road.

These forums provided the initial proof of concept that dependable, secure, and

pseudonymous commerce could flourish beyond the indexed surface web, illustrating the

commercial feasibility of digital anonymity for transnational organised crime.

7.3. The “Silk Road” Timeline

The beginning and later history of the Silk Road became the best example of how big

and strong cyber-enabled
organised crime can be. The first
big darknet marketplace, Silk
Road, opened in 2011. Ross
Ulbricht, who went by the name
"Dread Pirate  Roberts,"
started Silk Road to make it
easier for people to buy drugs
and other illegal things online
without revealing their identity.
It built trust between anonymous

buyers and sellers around the

Silk Road

messages 1 | orders 0 | account $0 | logout

anonymous marketplace

Drugs (1546)
Cannabis (425)
Dissociatives (46)
Ecstesy (167)
Opioids (158)

Other (185)
Precursors (35)
Prescription (424)
Psychedelics (248)
Stimulants (195)
Apparel (12)

Art (a)

Books (108)
Collectibles (3)
Computer
equipment (45)
Custom Orders (19)
Digital goods (69)
Drug paraphernalia
Electronics (30)

Welcome to the Silk Road!

We have carefully reviewed and encrypted the marketplace to ensure your anonymity.
Qur system is armed with the best technologies available and listed below.

Please note that using the Tor network is necessary to access this hidden s

The Silk Road is a market focused on drugs and other iilicit goods. But here you

will also find digital products, books, and other items.
‘ E

community forums | Wiki |

Security features:
- Strong encryption
- Escrow against fraudulent vendors
- Anonymity
- Frequently updated listings

Please feel free to read our site’s forums
to learn more about how the site works
or report any bugs.

contact us

world by using a clean interface, customer service features, and a feedback system.

Silk Road helped make Bitcoin the main currency of the dark web by making it

possible to use Bitcoin for anonymous payments. Bitcoin transactions were pseudonymous,

which added an important layer of financial privacy and allowed trade around the world

without following the rules of traditional banks (United Nations Office on Drugs and Crime,

2021).

Investigations lead to the closing of Silk Road, and criminals move and learn (2013):

The FBI's highly publicised takedown of Silk Road showed that law enforcement can get into

the dark web. But when the market closed, criminals quickly moved to or started dozens of

smaller, decentralised successor markets. This is known as the "hydra effect." This event

11
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taught TOC networks a very important lesson about how to keep their operations safe,

decentralised, and strong.
7.3.1. Joint Operations by Europol and Interpol

After the Silk Road, the market
=2 EURZPOL

OPERATION SpecTor - 3 . . .
International operation against drug > . 3} prOfeSSIOnal. ThlS was met Wlth

traffickers operating on the Darknet.

quickly became more diverse and

more cooperation between law
A oss = EURTPOL .

0 288" o oif enforcement agencies around the

@ 50. g . - world. Dozens of new markets, the

@ 850" ' use of "customer service," reviews,

6 1177 e and escrow systems: Markets that

came after  became  more
specialised and advanced. They quickly added business features like strong escrow services
(to stop exit scams) and strong community-driven review systems, which made the illegal
e-commerce model more professional. The Cybercrime-as-a-Service (CaaS) economy grew a
lot during this time, especially Ransomware-as-a-Service (RaaS). Cybercriminals started
selling advanced malware and attack infrastructures on the dark web, making cybercrime

easier for everyone and lowering the technical barrier to entry for TOCs (Interpol, 2020).

The number of joint operations between Europol and Interpol is starting to rise:
Because the threat was getting bigger, Europol and INTERPOL, among other organisations,
made their cybercrime units bigger. Operation DisrupTor and other joint operations showed
that it was possible to simultaneously target multiple darknet markets and arrest key vendors
around the world. This required unprecedented technical and cross-jurisdictional collaboration

(Europol, 2020).
7.3.2. Covid-19 and the Rise in Cybercrime

The global health crisis of 2020 gave criminals more chances than ever before,
speeding up the move to digital crime. Ransomware attacks are growing at an alarming rate.
The move to remote work made companies more vulnerable. Ransomware operators took
advantage of these poorly secured networks, which led to a huge rise in the number of attacks

and the average ransom demand across important infrastructure sectors (UNODC, 2021).

There has been a rise in fake vaccines, fake medicines, and fraud. TOCs quickly used

the dark web and encrypted platforms to make money off of people's fears about the

12



pandemic. There was a clear rise in the sale of fake personal protective equipment (PPE), fake
vaccines, and advanced phishing and fraud schemes that targeted government relief funds and
public health issues (Interpol, 2021). This showed how quickly TOCs can take advantage of

global emergencies to make money.
7.3.3. Investigations Lead to the Shutdown of Silk Road & Migration of the Criminals

Daily revenue: darknet markets

Daily revenue: darknet markets vs. single vendor shops, 2022 Vs. Smgle vendor ShOpS, 2022
== Darknet market (30-day moving average) == Single vendor shop (30-day moving average)

$10,000,000 $15,000 The Silk Road darknet

market showed that it is

$7,500,000

$10,000 .
possible to run a large-scale,
$5,000,000

global, and anonymous criminal

$5,000

Darknet market inflows
Single vendor shop inflows

$2,500,000

e-commerce site. However, the

0 police action that followed was

50
1/1/2022  3/1/2022 5/1/2022 7/1/2022 9/1/2022  11/1/2022

a turning point for both cyber

policing and transnational
organised crime (TOC) networks. After years of complicated investigations which used
both traditional police methods and advanced cyber forensics, such as tracing early Bitcoin
transactions and taking advantage of server vulnerabilities, the FBI was able to find and arrest
Ross Ulbricht (also known as "Dread Pirate Roberts'') in 2013. This led to the seizure and
shutdown of the website (Department of Justice, 2013). This takedown was a symbolic win
for international law enforcement because it showed that even networks that were very
encrypted and used fake names could still be found. Nonetheless, the most important effect
wasn't the quick drop in crime; it was the quick and smart way that criminal groups changed
their ways, which is often called the "Hydra Effect." Instead of going away, the crime
quickly spread out, with users and sellers moving to or quickly starting many smaller, more
specialised darknet markets, like Silk Road 2.0. After Ulbricht was caught, market managers
and sellers learnt important lessons about operational security (OpSec). They started using
stricter rules, such as requiring PGP encryption for all communications, using
cryptocurrencies that are more privacy-focused, and avoiding the personal security mistakes
that led to Ulbricht's capture. This event sped up the professionalisation of the entire darknet
infrastructure, pushing criminals towards models that are more resilient, decentralised, and
harder to target. Consequently, this topic shows how important it is for global cyber policing

to always be coming up with new ideas.

13
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7.4. Europol/Interpol Joint Operations with Detailed Overview

The time right after the Silk Road takedown was a new phase in dark web crime. It
was marked by quick growth, more advanced technology, and a need for more cooperation

between law enforcement agencies around the world.

7.4.1. Dozens of New Markets, the Adoption of “Customer Service,” Reviews, Escrow

Systems

When the Silk Road shut down, it caused a wave of decentralisation that led to the rise
of many new marketplaces on the dark web. To stay in business and get more users, these
markets copied the success of real online stores by using a very professional e-commerce

business model:

e Jendor Accountability: Markets put in place strong systems for rating and reviewing
vendors, which helped keep quality high and stopped fraud from happening inside the

company.

e FEscrow Services: It became common for market administrators to use advanced
escrow systems that hold money until delivery is confirmed. This built trust between
people who didn't know each other and made sure that the dark web could keep

working as a stable place to do business.

e Specialisation: Markets became more focused, like only selling drugs, stolen data, or
weapons. This made logistics better and made security measures stronger in certain

arcas.

This professionalisation turned TOC operations from random, one-time exchanges

into a strong, customer-service-focused global economy (Europol, 2019).
7.4.2. Growth of Ransomware, Cyber-Extortion, Malware Services

The Cybercrime-as-a-Service (CaaS) model grew quickly at the same time that the
darknet market did. This new idea made it much easier for TOC groups that didn't have a lot

of technical know-how to get started:

® Ransomware-as-a-Service (RaaS): Developers started selling or renting out advanced
ransomware kits on the dark web. This made it possible for non-technical affiliates to
carry out large-scale attacks and share a portion of the ransom profits with the

developer.

14



78
®

)
RNV

QQ\;
M

N
2
4
>~

e FExploit Sales: Forums and markets became the main places to buy and sell zero-day
vulnerabilities and custom malware, turning digital weaknesses into weapons for

criminals to use right away (Interpol, 2020).

e Cyber-Extortion: During this time, groups that stole data and then demanded payment
to keep it from being made public became more common. This turned data breaches

into quick ways for TOCs to make a lot of money.
7.4.3. Europol/INTERPOL Joint Operations Begin to Grow

The size and difficulty of the professionalised dark web threat called for a coordinated

response from many countries that was bigger than what any one country could do.

o Coordinated Global Response: Europol (the EU's law enforcement agency) and
INTERPOL (global police cooperation) worked together more closely, setting up

specialised cybercrime task forces like the European Cybercrime Centre (EC3).

o Targeting Infrastructure: Joint operations like Operation DisrupTor (2020) were
started to attack and destroy the technical infrastructure of several darknet markets and
money laundering networks on different continents at the same time. Dozens of
countries had to work together perfectly on the legal and technical sides of these

operations.

e Capacity Building: UNODC, INTERPOL, and Europol also worked harder to give
developing countries technical help, training, and forensic tools. This made sure that
the global response was big enough to match the criminals' transnational reach. This

way of working together became necessary to fight the decentralised and very strong

nature of dark web TOC (Europol, 2020).
7.5. Covid-19 and the Cybercrime Boom

The COVID-19 pandemic, which started in early 2020, unintentionally sped up digital
crime by a huge amount. Transnational organised crime (TOC) networks were able to take

advantage of the global chaos, supply chain problems, and the quick switch to remote work.
7.5.1. Explosive Growth in Ransomware Attacks

The worldwide rush to set up mass remote work models often resulted in poorly
configured networks, weak VPN security, and a huge increase in the number of digital attack

surfaces for almost every institution in the world. Ransomware operators, who could work
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alone or use the Ransomware-as-a-Service (RaaS) model, quickly took advantage of these

new weaknesses:

o Targeting of Critical Infrastructure: The attacks were planned to hit organisations that
were already under a lot of stress, like hospitals, healthcare providers, local
government utilities, and vaccine research labs. By going after these important
services, criminals put a lot of pressure on their victims to pay quickly to avoid having

their service cut off, which made them a lot of money (Interpol, 2021).

e Adoption of Double and Triple Extortion: Criminals

: . . . .
g;g:g::{'hifs’{;;ggo,, changed their methods from just encrypting data to include
o
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s,q“‘sé

e more. They made double extortion normal, which meant
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stealing sensitive data before encrypting it and threatening

pie exto,

o, Yo, to leak it publicly if the ransom wasn't paid. Sometimes this

e eXtg 2

o %
(\of VDI,%

g A turned into triple extortion, where the victim's customers or
(% >

partners were threatened with attack. This gave the

criminals a lot more financial power and psychological

impact on the victims.

e The Cryptocurrency Factor: The rise in attacks made quick and anonymous payments
necessary, which made cryptocurrencies even more popular for illegal money
transfers. This caused more money to flow through obfuscation services connected to

the dark web.

7.5.2. Surge in Fake Vaccines, Counterfeit Medicines & Fraud

The huge amount of public fear and disruption of real supply chains made a very
profitable parallel market for fake goods and services, which were heavily coordinated

through the dark web and encrypted platforms:

e FExploitation of Medical Demand: Early in the pandemic, when global supply chains
fell apart, darknet markets saw a huge increase in the sale of fake Personal Protective
Equipment (PPE), unapproved testing kits, and fake medical certificates. This was
because people were desperate for these things (UNODC, 2021).

® Scams After Vaccines: When vaccines became available, TOC networks quickly

changed their focus to the online sale of fake vaccine certificates (which were used to
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get around travel restrictions), fake vaccines, and unapproved or ineffective medicines
that were falsely marketed as COVID-19 treatments. These actions put vulnerable

groups at risk to their health (Interpol, 2021).

o Huge Fraud by the Government and Businesses: Criminal groups used stolen data
(often bought from dark web sellers) to steal people's identities and commit fraud
against government stimulus and financial relief programs around the world. They
took advantage of the quick and easy distribution of aid money to steal billions,
showing how TOCs can quickly combine physical crises with complex digital

financial crime (Europol, 2021).

In short, the COVID-19 pandemic made the dark web a flexible, central
command-and-control platform for TOCs, allowing them to make money off of global health

crises quickly and in ways that had never been done before.
8. Proposed Interventions to Counter TOC in the Dark Web

This section will contain extensive information regarding past actions and possible

solutions in order to counter transnational organized crime within the dark web.
8.1 Strengthening cyber policing and forensic capacity

Strengthening cyber policing and forensic capacity requires not only legal frameworks
but also specialized institutions with advanced technical expertise. Several states have
established dedicated cybercrime units that may serve as reference models. For instance, the
United States Federal Bureau of Investigation (FBI) operates a Cyber Division responsible
for investigating dark web marketplaces, ransomware networks, and cryptocurrency-enabled
money laundering through advanced digital forensics and international task forces. Similarly,
the United Kingdom’s National Cyber Security Centre (NCSC) and the National Crime
Agency (NCA) coordinate cyber incident response and cybercrime investigations at the

national level.

At the regional level, Europol’s European Cybercrime Centre (EC3) provides
operational and analytical support to Member States, including malware analysis,
cryptocurrency tracing, and coordination of joint cyber operations. These models demonstrate
the importance of centralized cyber units, specialized training in digital forensics, and
sustained investment in technological infrastructure. Expanding such capacities—particularly

in developing states—through international assistance, training programs, and public-private
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partnerships remains a critical component of countering transnational organized crime on the

dark web.
8.2. Improving international cooperation and information-sharing

Given the transnational nature of dark web-related

organized crime, effective countermeasures depend = EUROPOL

SECURE INFORMATION

heavily on international cooperation and timely ‘ EXCHANGE NETWORK .

APPLICATION

information sharing between Member States.

International and regional organizations play a

central role in facilitating cross-border cooperation.

INTERPOL provides secure communication channels

and operational support for joint investigations related to cybercrime and dark web markets,
enabling law enforcement agencies to exchange intelligence in real time. Similarly, Europol
supports Member States through platforms such as the Secure Information Exchange
Network Application (SIENA), which allows for the structured and confidential sharing of

criminal intelligence, including data related to cyber-enabled financial crimes.

Despite these mechanisms, challenges persist due to delays in mutual legal assistance
procedures, differing data protection standards, and varying definitions of cybercrime across
jurisdictions. Enhancing international cooperation therefore requires the harmonization of
legal frameworks, the streamlining of mutual legal assistance processes, and the expansion of
multilateral task forces focused on cyber-enabled organized crime. Strengthened cooperation
with private-sector actors- such as digital service providers and cryptocurrency platforms-
may further improve the effectiveness of information-sharing efforts while ensuring

compliance with international human rights and data protection standards.
8.3. Regulating cryptocurrencies and digital financial services

Cryptocurrencies and digital financial services are frequently exploited by
transnational organized crime networks operating on the dark web due to their pseudonymous
nature and limited regulatory oversight in some jurisdictions. These tools are commonly used
to facilitate illicit transactions, launder proceeds of crime, and evade traditional financial

monitoring systems.

To address these risks, international standards -most notably those developed by the

Financial Action Task Force (FATF)- call for the regulation and supervision of Virtual
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Asset Service Providers (VASPs). Key measures include the implementation of
Know-Your-Customer (KYC) and Anti-Money Laundering (AML) requirements,
transaction monitoring, and the application of the “travel rule” to improve traceability of

virtual asset transfers.
e KYC: Verifies customer identity to prevent anonymous misuse of financial services.
e AML: Detects and reports illicit financial activity to prevent money laundering.
o FATF: Sets global standards to combat money laundering and regulate virtual assets.

e VASPs: Platforms that provide cryptocurrency-related financial services and are

subject to KYC/AML rules.

Strengthening regulation, improving international coordination, and building
regulatory capacity can significantly reduce the misuse of digital financial services for

criminal purposes while preserving their legitimate economic use.
8.4. Supporting technological solutions (Al monitoring, chain analysis)

Technological solutions can support law enforcement in countering transnational
organized crime on the dark web by improving detection, analysis, and investigation
processes. Artificial intelligence can be used to automatically scan large volumes of online
data, identify suspicious patterns, and flag potential criminal activity for further human
review. For example, Al systems may detect repeated transaction behaviors, unusual

communication patterns, or links between users and known illicit platforms.

In addition, blockchain or ‘“chain” analysis tools allow authorities to trace
cryptocurrency transactions by mapping how digital assets move between wallets. These tools
help identify connections between different actors, detect money laundering techniques, and
follow financial flows across borders. By combining chain analysis with financial intelligence

and exchange data, investigators can better understand and disrupt criminal networks.

To implement these solutions effectively, states can invest in specialized software,
provide technical training for law enforcement personnel, and establish cooperation with
private-sector analytics providers. The use of such technologies should remain subject to legal
authorization, human oversight, and data protection safeguards to ensure their responsible

application.

Already existing programmes are the following:
Y £ Prog & = EURT POL
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- Europol — European Cybercrime Centre (EC3)
- INTERPOL - Cybercrime Directorate
- Blockchain Analysis Platforms (Public—Private Cooperation)

- National-Level Cybercrime Units
8.5. Economic and social prevention measures

Past international efforts have demonstrated that economic and social prevention
measures play a critical role in reducing the long-term influence of transnational organized
crime. UNODC has consistently emphasized prevention strategies in its work, including
community-based crime prevention programs and development-oriented approaches targeting
vulnerable populations. Similarly, UNDP and the World Bank have supported initiatives
aimed at addressing the socio-economic conditions that facilitate criminal recruitment, such as

youth unemployment, inequality, and limited access to education.

Building on these past actions, states can implement economic prevention measures by
expanding access to education, vocational training, and formal employment opportunities,
particularly for young people and marginalized communities. Targeted job-creation programs
and skills-development initiatives can reduce incentives to engage in illicit activities,

including participation in dark web—enabled markets.

Social prevention measures can be implemented through community-level
interventions, rehabilitation programs, and reintegration policies for individuals involved in
criminal activity. Public awareness campaigns and digital literacy programs can further reduce
vulnerability to cyber-enabled crime by increasing understanding of online risks and illegal
digital markets. To ensure effectiveness, these measures should be integrated into national
crime prevention strategies and supported by international cooperation, funding mechanisms,

and technical assistance.
8.6. Developing Global Standards for Secure Digital Identity

Secure digital identity systems are essential for preventing identity fraud, financial
crime, and the misuse of online services by transnational organized crime networks. Weak or
fragmented identity verification mechanisms allow criminal actors to create multiple false
identities, access financial platforms anonymously, and exploit regulatory gaps across

jurisdictions.
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Past international efforts have highlighted the importance of secure and inclusive
digital identity. The World Bank’s Identification for Development (ID4D) initiative and the
Financial Action Task Force (FATF) have emphasized the role of reliable digital identity
systems in supporting Anti-Money Laundering and Counter-Terrorist Financing
(AML/CFT) compliance while promoting financial inclusion. These initiatives underline the

need for identity systems that are both secure and accessible.

To develop global standards for secure digital identity, states can work toward
interoperable identity frameworks that follow common principles such as data minimization,
strong authentication, and privacy protection. This may include the use of multi-factor
authentication, verifiable digital credentials, and secure identity verification methods that
limit unnecessary data sharing. International cooperation and technical assistance are crucial
to help states implement these standards and ensure that digital identity systems support

security objectives without undermining individual rights.
8.7. An International Framework for Responsible Encryption Use

Encryption is a fundamental tool for securing digital communications, protecting
personal data, and maintaining the integrity of financial and governmental systems. At the
same time, strong encryption technologies are increasingly exploited by transnational
organized crime groups to conceal illicit communications, store illegal data, and evade law
enforcement investigations, particularly on the dark web. This dual-use nature of encryption

has made it a long-standing subject of international debate.

Past international discussions, including reports by the United Nations General
Assembly on the right to privacy in the digital age, have emphasized that encryption is
essential for human rights, freedom of expression, and cybersecurity. At the same time, law
enforcement agencies and international organizations such as UNODC have highlighted the
operational challenges encryption poses for criminal investigations. These discussions have
generally rejected universal “backdoors,” due to their risks to global cybersecurity, while

calling for balanced and lawful approaches.

An international framework for responsible encryption use could establish shared
principles to balance security needs with human rights protections. Such a framework may
include clear standards for lawful access based on judicial authorization, proportionality, and
necessity, as well as requirements for transparency and oversight. States could also cooperate

on developing technical solutions that support investigations—such as targeted access
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mechanisms and advanced digital forensics—without undermining the overall security of

encrypted systems.
9. Conclusion

The rapid evolution of the dark web has fundamentally transformed the nature of
transnational organized crime. What were once geographically bound, cash-based criminal
networks have developed into decentralized, highly adaptive systems that exploit anonymity,
encryption, and digital financial technologies. This shift has significantly challenged
traditional law enforcement approaches and exposed gaps in international regulatory and

investigative frameworks.

As demonstrated throughout this study guide, no single policy response is sufficient to
counter transnational organized crime in the dark web era. Effective action requires a
comprehensive and coordinated approach that combines strengthened cyber policing
capacities, enhanced international cooperation, financial regulation, and responsible
technological innovation. At the same time, long-term prevention must address the economic
and social conditions that enable criminal recruitment and sustain demand for illicit online

markets.

Moving forward, the international community faces the task of balancing security
objectives with the protection of fundamental rights, including privacy, data protection, and
freedom of expression. Developing global standards for secure digital identity and responsible
encryption use represents a critical step toward achieving this balance. Ultimately, meaningful
progress will depend on sustained multilateral cooperation, adaptability to technological
change, and a shared commitment to addressing both the causes and consequences of

organized crime in the digital age.
10. Questions to be Addressed (QTBA)

=> How has the shift from physical organised crime to dark web—based networks changed

the effectiveness of traditional law enforcement methods?

=> To what extent do anonymity networks (such as TOR) create a security gap between

privacy rights and criminal misuse?

=> How effective have Europol and INTERPOL joint operations been in disrupting

darknet markets rather than merely displacing them?
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=> How can international law enforcement overcome the “Hydra Effect” observed after

major darknet takedowns like Silk Road?

=> What challenges do cryptocurrencies pose to tracing illicit financial flows, and how

can these be addressed without harming legitimate use?

=> How can states improve cross-border intelligence-sharing while respecting national

sovereignty and data protection laws?

=> What role should public—private partnerships play in combating cyber-enabled

organised crime?

=> How has the Cybercrime-as-a-Service (CaaS) model lowered barriers for transnational

organised crime groups?

=> In what ways did the COVID-19 pandemic accelerate the scale and sophistication of

dark web criminal activity?

=> How can the international community balance stronger cyber policing with the

protection of digital rights and freedoms?
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